               Proposed solution for init/config patches

8 cases for all init/config patches
1) Add configuration files to system folder
2) Add scripts to system folder
3) Add service files to /etc/systemd/system/
4) Change configuration files with “noreplace” attribute in system folder
5) Change files including configuration file, script and service without “noreplace” attribute in system folder
6) Change service files in usr/lib/systemd/system/ that will be started by SM after power on
7) Change service files in usr/lib/systemd/system/ that will be started by systemd after power on
8) Use puppet instead of existed patch

4 proposed solutions for all these cases except for case 5/6
1) Add configuration package
a) Add a configuration package folder under the folder where the original package sit.
        Name package like nfs-utils-config.
b) Use this configuration package to package configuration files to system folder.
c) Add “requires: original package” in spec file like “Requires: nfs-utils” to make sure original package is installed before configuration package.
d) If we need to add files, we can package customized files to system folder
e) If we need to change files with “noreplace”, we can add customized files to /usr/share/starlingx/stx.***.conf,
Then in %post section of the spec, copy it to destination folder as ***.conf during initiation installation. 
f) For case 7, services are enabled by systemctl command in spec file. We can package customized service file to /etc/systemd/system/, like we did for memcached.
Refer to https://review.openstack.org/#/c/610459/
2) Use Puppet 
a) We can do some modifications on existed pp files in 
stx/stx-config/puppet-manifests/src/modules/platform/manifests/
b) For some basic configuration file change with “noreplace” attribute, we can also add a pp file in above folder
3) Rework current patches 
Some META patches includes not only configuration related patch, but also src patch or spec change like build flag. 
After handle remove configuration part out, we need rework META patch.
Propose to use spec-include-TiS-changes.patch to including all spec change or src related patch adding if there is no corresponding META patch 

Solution for case 5 and 6
1) Change files including configuration file, script and service without “noreplace” attribute in system folder
If we need to change this kind of file to customized one, after in-service patching on this package, the file will be overwritten to original one.  How to handle this patching scenario? Any proposal?  
From my point, we can utilize existed in-service patching-script mechanism to call in-service script to copy customized file to destination folder after patching. Any comment?

2) Change service files in usr/lib/systemd/system/ that will be started by SM after power on
We cannot do it like we do for case 7.  Can we use patching-script as well for this in-service patching?
If we use puppet, we can only resolve boot-required patching.

Analysis on all init/configuration patches.
Please see my comment in 2 columns of the attachment
“Comments from zhipeng” and “proposed solution”
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init-config patches

		Grouping		Package		Title		Comments		Comments from zhipeng		Proposed Solution

		base		centos-release		centos-release-include-TiS-changes.patch		Init: Changes Issue file / move issue to puppet or conf rpm		add issue and issue.net to /etc/		use config package

		base		dhcp		spec-dhcp-enter-hooks.patch		Init: Add enter-hook script		add dhclient-enter-hooks to /etc/dhcp/		modify on dhclient.pp file

		base		dnsmasq		dnsmasq-spec-add-init-script.patch		Init: Changes default initialization script		add /etc/init.d/dnsmasq.		modify on dns.pp file

		base		haproxy		haproxy-service-file.patch		change to use init.d script instead of systemd		service in /usr/lib/etc/systemd/system but it is started by SM）		without  %config(noreplace)    

		base		haproxy		haproxy-spec-add-init-script.patch		Adds init.d haproxy script (why)		add haproxy.sh to /etc/init.d/		use config package

		base		haproxy		spec-include-TiS-config.patch		adds 503.http in /etc/haproxy/errors directory		add 503.http to etc/haproxy/errors/		use config package

		base		initscripts		0001-Disable-zeroconf-route.patch		adds sysconfig-network.conf to disable ZEROCONF		add sysconfig-network.conf to /etc/sysconfig/network		use config package

		base		initscripts		spec-add-mountnfs-init-script.patch		Addes mountnfs service		add mountnfs.service to /etc/systemd/system
 add /etc/rc.d/init.d/mountnfs		use config package

		base		initscripts		spec-include-TiS-changes.patch		adds sysctl.conf		add sysctl.conf to /etc add 3 src patches		use config package

		base		lighttpd		spec-include-TiS-changes.patch		Init: add .conf files		add 5 config files to /etc/ & spec change		use config package

		base		net-snmp		fix-snmpd-service-reload.patch				change snmpd.service in /usr/lib/systemd/system/ Started by SM		without  %config(noreplace)    

		base		net-snmp		fix-snmpd-service.patch				change snmpd.service in /usr/lib/systemd/system/ Started by SM		without  %config(noreplace)    

		base		net-snmp		run-snmpd-as-non-root-user.patch				change snmpd.service in /usr/lib/systemd/system/ Started by SM
 chmod 660 /system/snmp/*		without  %config(noreplace)    

		base		net-snmp		snmp-spec-add-init-script.patch				add init script to etc/rc.d/init.d/snmpd		modify on snmp.pp file

		base		net-snmp		snmp-spec-add-snmp-config.patch		Possibly move to puppet		add /usr/share/snmp/snmp.conf		modify on snmp.pp file

		base		net-snmp		snmpd-service-OPTIONS.patch		Init: Changes options for the systemd service		change snmpd.service in /usr/lib/systemd/system/ Started by SM		without  %config(noreplace)    

		base		net-snmp		spec-include-TiS-patches.patch		Build/Init: Changes build autoconf and changes snmpd config files		change /etc/snmp/snmp.conf & build autoconf change		modify on snmp.pp file

		base		ntp		ntp-spec-add-TiS-custom-config-files.patch		Init: Adds ntp.conf file		add ntp.conf to /etc/		modify on ntp.pp file

		base		ntp		ntpd-started-no-g-option.patch		Init: changes sysconfig startup of ntp		change ntpd.sysconfig		modify on ntp.pp file

		base		openssh		openssh-init-script-kill-old-instances-on-start.patch				change init.d/sshd.init		without  %config(noreplace)    

		base		openssh		openssh-service-file.patch				add sshd.service to /etc/systemd/system/		use config package

		base		openssh		sshd-pam-use-common-includes.patch				use sshd.pam to replace /etc/pam.d/sshd		use config package

		base		pam		pam-spec-add-custome-config-files.patch		Init: installs pam files		add pam config files to /etc/pam.d/		add pam.pp file & use RPM instead of SRPM

		base		rsync		rsyncd.conf				replace /etc/rsyncd.conf		add rsync.pp  & use RPM instead of SRPM

		base		setup		security-make-exports-and-fstab-only-root-accessible.patch		Init: chmod 600 /etc/exportfs /etc/fstab		chmod 0600 %{buildroot}/etc/{exports,fstab}		use config package

		base		setup		spec-add-ironic-uid-gid.patch		Init: Add ironic user/group		change /etc/passwd & group		use config package

		base		setup		spec-add-magnum-uid-gid.patch		Init: Add magnum user/group		change /etc/passwd & group		use config package

		base		setup		spec-add-murano-uid-gid.patch		Init: Add murano user/group		change /etc/passwd & group		use config package

		base		setup		spec-add-TMOUT-variable.patch		Init: Adds /etc/profile.d/custom.sh		add /etc/profile.d/custom.sh		use config package

		base		setup		spec-add-uid-gid-for-telemetry-services.patch		Init: Add aodh, gnocchi, panko user/group		change /etc/passwd & group		use config package

		base		setup		spec-include-add-fm-user-to-snmpd-group.patch		Init: Adds fm user to snmpd group		change /etc/group		use config package

		base		setup		spec-include-snmpd-fm-user-group.patch		Init: Add fm and snmpd user/group (also updates uidgid file)		change /etc/passwd & group also need update uidgid file		use config package

		base		setup		spec-include-TiS-changes.patch		Init: Add /etc/motd		add motd to /etc/		use config package

		base		setup		spec-include-tis-uid-gid.patch		Init: Adds multiple TIS user/groups		change etc/passwd & group		use config package

		base		setup		spec-passwd-remove-unused-default-users-and-groups.patch		Init: Remove many default user/group entries (Required???)		change etc/passwd & group		use config package

		base		setup		spec-remove-unused-default-groups.patch		Init: Remove man and mem groups (Still needed???)		change etc/group		use config package

		base		setup		spec-set-custom-prompt.patch		Init: Installs /etc/profile.d/prompt.sh		add /etc/profile.d/prompt.sh		use config package

		base		setup		updating-gids-and-uids-to-support-upgrade-from-wrl.patch		Init: Changes TIS Groups		change etc/passwd & group		use config package

		base		shadow		add-clear-shadow-locs-service-in-spec.patch		adds login.def and clear_shadow_locks.service		add service to /etc/systemd/system (not started after power on) change /etc/login.defs		use config package

		base		systemd		0007-Add-patch-for-journald-config.patch		Init: Change Journald config		change Journald config		use config package

		base		systemd		0008-Add-patch-for-journald-config-rate-limit.patch		Init: Another Journald config fixup		change Journald config		use config package

		base		systemd		0009-Add-patch-to-remove-ID_SAS_PATH-rule.patch		Init: Changes rules configration		change 60-persistent-storage.rules		without  %config(noreplace)    

		base		systemd		0010-fix-ACL-warnings-from-systemd-tmpfiles-set.patch		adm -> wrs_protect user because of ACL issue		change systemd.conf.m4		without  %config(noreplace)    

		base		systemd		0011-Add-patch-for-moving-vartmp-to-tmpfs.patch		Init: Changes tmp.conf		change tmp.conf		without  %config(noreplace)    

		base		systemd		0012-Add-patch-for-restricting-tmpfs-size.patch		Init: Changes tmp.mount configuration		change tmp.mount		without  %config(noreplace)    

		base		systemd		0013-fix-systemd-tmpfiles-ACL-warnings.patch		more adm->wrs_protected		change systemd.conf.m4		without  %config(noreplace)    

		base		util-linux		0003-util-linux-login-pamd.patch		Init: modify pam.d/login 		change /etc/pam.d/login		use config package related to pam package

		base		util-linux		spec-use-su-file-from-shadow.patch		Init: Change su file		change /usr/bin/su		use config package

		openstack		rabbitmq-server		Allow-rabbitmqctl-to-run-as-root.patch				change rabbitmq-script-wrapper		without  %config(noreplace)    

		openstack		rabbitmq-server		packstack-fixes.patch		service file changes to run as root		change rabbitmq-server.service.example		without  %config(noreplace)    

		openstack		rabbitmq-server		Set-root-home-for-rabbitmqctl.patch				change rabbitmq-script-wrapper		without  %config(noreplace)    

		filesystem		iscsi-initiator-utils		0001-spec-include-TiS-changes.patch		installs iscsi-cache.conf		/usr/lib/tmpfiles.d/iscsi-cache.conf & iscsid.conf changed
 & spec change		use config package for iscsid.conf

		filesystem		iscsi-initiator-utils		0003-Add-iscsi-shutdown.service-patch.patch		iscsid.conf and service patches		change iscsid.conf
service in /usr/lib/etc/systemd/system, but it is started by SM)		use config package for iscsid.conf
How to modify this service file??

		filesystem		nfs-utils		0001-TiS-nfs-utils-spec-add-scripts.patch		init.d scripts and service files Move to new RPM		add nfscommon.service and nfsserver.service 
 to /usr/lib/systemd/system/
 add script to /etc/rc.d/init.d/		use config package

		filesystem		nfs-utils		0002-Add-nfs-utils-update-nfsmount.conf-with-required-con.patch				change /etc/nfsmount.conf		use config package

		ldap		openldap		openldap-remove-ldap-conf-cgcs-file.patch		Removes ldap.conf installed by spec-file.patch		ldap.conf.cgcs is replaced by puppet template		change openldap-spec-file.patch，then remove this patch


		ldap		openldap		openldap-service-file.patch		Modifies the systemd service file		slapd.service in /usr/lib/etc/systemd/system. But started by SM		How to modify this service file??

		ldap		openldap		openldap-spec-file.patch		Provides config files slapd.conf, initial_config, initscript move to new rpm		spec changed too much		modify on ldap.pp file for config files

		ldap		openldap		openldap-sysconfig-file.patch		slapd sysconfig		change /etc/sysconfig/slapd		modify on ldap.pp file

		logging		logrotate		0004-Add-su-patch.patch		changes logrotate.conf via examples/logrotate-default		use logrotate-default to replace /etc/logrotate.conf		add logrotate.pp

		logging		syslog-ng		0002-Add-TIS-content.patch		Adds remotelogging.conf & modifies service file		add /etc/syslog-ng/remotelogging.conf  add syslog-ng.service to /etc/systemd/system		use config package

		logging		syslog-ng		0003-add-fm-event-syslogger.patch		Adds FM Event syslogger script		add /usr/bin/fm_event_syslogger		use config package

		networking		iptables		0002-default-service-enabled.patch		Init: systemctl enabled setting in post-install		add iptables.service & ip6tables.service to /etc/systemd/system/		use config package

		networking		iptables		spec-include-custom-rules.patch		Init: StarlingX specific rule sets		add rules to /etc/sysconfig/iptables & ip6tables		use config package

		networking		openvswitch		0003-run-services-as-root-user.patch		modifies service file and openvswitch.conf		change config files		modify on vswitch.pp

		networking		openvswitch		0004-add-pmon-conf-files.patch		adds ovsdb-server.pmon config		add /etc/openvswitch/ovsdb-server.pmon.conf		modify on vswitch.pp

		networking		openvswitch		0005-log-rotation-config.patch		modifies openvswitch logrotate		change /etc/logrotate.d/openvswitch		modify on vswitch.pp

		networking		openstack-aodh		0001-meta-pass-aodh-api-config.patch		modify service file		change openstack-aodh-api.service in /usr/lib/systemd/system/ Started by SM		How to modify this service file??

		openstack		openstack-aodh		0001-Modify-service-files-and-create-expirer-cron-script.patch		service files and new script		change services in /usr/lib/systemd/system/ they are started by SM add aodh-expirer-active to /usr/bin/		How to modify this service file??

		security		audit		meta-enable-audispd.patch		Init:  enable AUTH_LOG for syslog_ng in syslog.conf		change /etc/audisp/plugins.d/syslog.conf		add audit.pp  & use RPM instead of SPRM






